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***	BEGINNING OF 1st  CHANGE ***
[bookmark: _Toc35533735][bookmark: _Toc26887097][bookmark: _Toc19783313][bookmark: _Toc19783252][bookmark: _Toc26887036][bookmark: _Toc35533674][bookmark: _Toc54024153]Annex X (normative): 
Aspects specific to the network product class NWDAF
X.Y	Assets and threats specific to the NWDAF
[bookmark: _Toc19783258][bookmark: _Toc26887042][bookmark: _Toc35533680]X.Y.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the present document, the critical assets specific to the NWDAF to be protected are:
-	NWDAF Application;
-	Collected Data from NFs: e.g. part of mobility management data as depicted in clause K.2.1 collected from AMF, part of Session related data, user plane data as depicted in clause J.2.1 collected from SMF, part of user subscription data as depicted in clause E.2.1 collected from UDM, part of NF and User Data as depicted in clause I.2.1 collected from NEF, data collectd from NRF, PCF, AF and OAM, etc.
-	The interfaces of NWDAF to be protected and which are within SECAM scope: 
-	Service based interface, Nnwdaf, for providing services to AMF, SMF, NEF, PCF, NSSF, OAM and AF.
-	Service based interface for consuming services from AMF, SMF, UDM, PCF, NRF, NEF and AF.
-		Console interface, for local access: local interface on NWDAF
-		OAM interface, for remote access and data collection: interface between NWDAF and OAM system
NOTE 1: 	The detailed interfaces of the NWDAF class are described in clause 4, Network Product Class Description of the present document.
-	NWDAF Software: binary code or executable code 
NOTE 2: 	NWDAF files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, NWDAF application, Collected Data from NFs or NWDAF Software.
***END OF 1st CHANGES***
